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AMENDMENT TO H.R. 4937

OFFERED BY MR. LIPINSKI OF ILLINOIS

At the end of the bill, add the following:

1 SEC. . REVIEW OF FEDERAL OVERSIGHT OF PIPELINE
2 CYBERSECURITY.
3 Not later than 1 year after the date of enactment
4 of this Act, the Comptroller General of the United States
5 shall submit to the Committee on Commerce, Science, and
6 Transportation of the Senate and the Committee on
7 Transportation and Infrastructure of the House of Rep-
8 resentatives a report containing a review of the following:
9 (1) The Federal oversight strategy of the ade-
10 quacy of the pipeline industry’s cybersecurity prac-
11 tices and standards.
12 (2) Existing Federal guidance regarding pipe-
13 line cybersecurity.
14 (3) The extent to which the Federal Govern-
15 ment evaluates, on an ongoing basis, the evolution of
16 cyber threats to pipeline control systems and the ad-
17 vancement of cyber defenses used by the pipeline in-
18 dustry.
19 (4) Methods of objective review of the voluntary
20 standards and best practices regarding cybersecurity
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developed by the pipeline industry in collaboration
with the Federal Government.

(5) The rate of industry compliance with such
voluntary standards and best practices for pipeline
cybersecurity.

(6) The staffing, resource allocation, oversight
strategy, and management of any Kederal Govern-
ment pipeline security program.

(7) The state of interagency cooperation regard-
ing pipeline c¢ybersecurity review and oversight.
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  At the end of the bill, add the following: 
  
  __. Review of Federal Oversight of Pipeline Cybersecurity Not later than 1 year after the date of enactment of this Act, the Comptroller General of the United States shall submit to the Committee on Commerce, Science, and Transportation of the Senate and the Committee on Transportation and Infrastructure of the House of Representatives a report containing a review of the following:  
  (1) The Federal oversight strategy of the adequacy of the pipeline industry’s cybersecurity practices and standards. 
  (2) Existing Federal guidance regarding pipeline cybersecurity. 
  (3) The extent to which the Federal Government evaluates, on an ongoing basis, the evolution of cyber threats to pipeline control systems and the advancement of cyber defenses used by the pipeline industry. 
  (4) Methods of objective review of the voluntary standards and best practices regarding cybersecurity developed by the pipeline industry in collaboration with the Federal Government. 
  (5) The rate of industry compliance with such voluntary standards and best practices for pipeline cybersecurity. 
  (6) The staffing, resource allocation, oversight strategy, and management of any Federal Government pipeline security program. 
  (7) The state of interagency cooperation regarding pipeline cybersecurity review and oversight. 
 

